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I've been doing this a long time
My work is recognized as useful
Associate Professor of IS
Founder, Data Blueprint

DAMA International

10 books and dozens of articles

Experienced w/ 500+ data
management practices worldwide
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PennDOT Selling Drivers' Personal Information? NBC10 Investigators

Since 2010, PennDOT has earned $157 million selling driver
information to third parties. According to PennDQOT there are 2,527
business accounts, 16,529 sub accounts, and seven wholesalers
with 13,489 sub accounts — all with paid access to driver
information.

https://www.nbcphiladelphia.com/news/local/PennDOT-Selling-Drivers-Personal-Information--NBC10-Investogators-364903281.html
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PennDOT saves taxpayers $150+ million using lawful data sales!

« Since 2010, PennDOT has saved taxpayers at least $157 million
by lawfully selling driver and other information to third parties. All
transactions are carefully monitored for compliance with existing

data legislation.

https://www.nbcphiladelphia.com/news/local/PennDOT-Selling-Drivers-Personal-Information--NBC10-Investogators-364903281.html
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Texas is not alone

* Nearly two-thirds of all publicly known ransomware attacks in the US
in 2019 have targeted state or local governments, according to a report
published Wednesday by the IT security firm Barracuda Networks.

« Of the 55 attacks Barracuda’s researchers looked at, just three hit state government
agencies — Massachusetts’ public-defender agency and Georgia’s court system
and public-safety department — while the remaining targeted town-, city- and
county-level entities. Of those municipal victims, communities of fewer than 50,000
residents accounted for 45 percent of the ransomware activity, while 24 percent had
fewer than 15,000. Prevent future events by:

1. Keep clear inventories of all of your digital assets and 6
their locations, so cyber criminals do not attack a
system you are unaware of.

2. Keep all software up to date, including operating
systems and applications.

3. Back up all information every day, including

information on employee devices, so you can restore

encrypted data if attacked.

Back up all information to a secure, offsite location.

5. Segment your network: Don't place all data on one
file share accessed by everyone in the company.

. Train staff on cyber security practices, emphasizing
not opening attachments or links from unknown
sources.

7. Develop a communication strategy to inform

employees if a virus reaches the company network.

8. Before an attack happens, work with your board to
determine if your company will plan to pay a ransom
or launch an investigation.

9. Perform a threat analysis in communication with
vendors to go over the cyber security throughout the
lifecycle of a particular device or application.

10.Instruct information security teams to perform

penetration testing to find any vulnerabilities.

H
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Integrated Cycle for Continuous Optimization

Change Budget

City Budget P : .
S IT Operations Projects

.*é %Héo’o’o’o’o*\% . .
Run
Budget

Data fails cost

organizations
minimally 20-40% Price x Quantity
of their IT budget
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Hidden Data Factories are expensive ..o oo

» Consider these two questions: —L—_—————————u

— Were your systems explicitly designed to "The choice of data structure and algorithm
be integrated or otherwise work together? S WELGUDEIEEINES AL SULTELE
running in a few seconds or many days.
B |f not then What iS the ||ke||hood that they http://slideplayer.com/slide/7664141/
will just happen to work well together? =

« Data must function at the most granular
interaction or it results in things that:

— Take longer (end-of-day job runs 45 hours)

— Cost more (the wrong assets are transferred)

— Deliver less (features are not delivered)

— Present greater risk (billing delayed 30 days, monthly) Ee
« 20-40% of IT budgets are spent evolving data:

— Data migration (changing the location from one place to another)

— Data conversion (changing it into another form, state, or product)

— Data improvement (inspecting, manipulating it, preparing for subsequent use) e
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How much Data,

by the minute! o
For the entirety of 2018, every minute  Sg{Ty|[l o
of every day: il

PAC KAGES

18 million weather forecast requests —oeos
= USERS PUBLISH —— USERS SEND

. Netflix streams almost 100,000 \ 4734
hours of video 79749’“ 3 00

.+ LinkedIn adds 120+ individuals _ T @ ]gE'ngéé]N]T]

- 1,300 Uber rides

* (almost) a half million tweets B"ﬂdﬁi

« 7,000 Tinder matches WO

* 1.25 new cryptocurrencies are ‘ 49,380
created Rl W GSHSMATCH / PROCESSES | g e | TEAISOR U

. 6940 /<6493 1389 2

TIMES ——RIDES OF INTERNET DATA

https://www.domo.com/learn/data-never-sleeps-6
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As articulated by Micheline Casey
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Perceived State of Data

é:dérd UNLOCKING BUSINESS VALUE
blueprint



Desired To Be State of Data

Data
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The Real State of Data

Data
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My most profound lesson! (so far)

fir) - @9 - (i

Bad Data Bad Results

Garbage In = Garbage Out!
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Garbage Machine
Data — Learning

Data
Y (Jovernance

e Analytics

—_— MDM
- Al

e 1€Chnology
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Warehouse
Business
Intelliaence
Block Chain
Machine

Learning

Data
Governance

Analytics

MDM

Al
Technology
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Value

Valuing Data Assets

oose pile of branches ~5
and dead leaves p
Y

) L‘uj

Capabilities Level-1

Data is a by-product of IT
Detritus (waste or debris of any kind)
Time/Effort
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Great inspiration towards valuation ... o v

HOW TO
MEASURE |

* How to Measure Anything: Finding the Value of ANYTHING .
Intangibles in Business by Douglas Hubbard (sen: 0470539399) '

* Measurement is a reduction in uncertainty

* Formalizing stuff forces clarity

"HUBBARD

- Whatever your measurement problem is, '. m
it's been done before FAILURE }
. ORISK
* You have more data than you think MANAGEMENT

* You need less data than you think

and How to Fix It

+ Getting data is more economical than you think

e of Harnessing Internet Bu
Threats and Opportunities

* You probably need different data than you think

0 Track

« Special shout out to Chapter 7
Measuring the value of additional information to a decision

fouglas W. Hubbard
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Enrico Fermi (Nobel Prize Physics 1938)

- How many piano tuners in the city of Chicago?
Without using existing lists such as yellow pages, google ...
Current population of Chicago (3 million at the time)
Average number of people per household (2 or 3)

Share of households with regularly tuned pianos (1 in 3)
Required frequency of tuning (1/year)

How many pianos can a tuner tune daily? (4 or 5)

How many days/year are worked (250)

* Tuners in Chicago = Population/people per household
times % households with tuned pianos
fimes tunings per year

divided by (tunings per tuner per day
times workdays/year)
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At Least 300 employees are
spending 15 minutes/week
tracking leave/time

ae—p—

{ Pay Grade j
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Compute Labor Costs

District-L (as an example) Leave Tracking Time Accounting

Employees 73 50
Number of documents 1000 2040
Timesheet/employee 13.7 40.8
Time spent 0.08 0.25
Hourly Cost $6.92 $6.92
Additive Rate $11.23 $11.23
Cost per timekeeper $12.31 $114.56
Total timekeeper cost $898.49 $5.727.89
Monthly cost $21,563.83 $137,469.40

—~m i UNLOCKING BUSINESS VALUE
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Annual Organizational Totals

« $100,000 Salem
« $159,000 Lynchburg
« $100,000 Richmond
- $100,000 Suffolk

- $150,000 Fredericksburg ™ R
« $100,000 Staunton
- $100,000 NOVA

- $800,000/month qf §

\\

Awareness of the cost of thmqs conSIdered overhead \(\
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Have little idea what data'tﬁ’éfy hav“

——— Do th know where ll“ is (and)
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Data Knowledge is insufficient informal

- Data management happens 'pretty well' at
the workgroup level

Defining characteristic of a workgroup

Without guidance, what are the chances that all
workgroups are pulling toward the same objectives?

Consider the time spent attempting informal practices | i

- Data chaff becomes sand in the machinery ! {

Preventing smooth interoperation and exchanges g & |

Difficulties that have been hard to account for

+ Organizations and individuals lack
Skills
Knowledge (architecture)
Data Engineering (how)
Data Strategy (why)

é:ddrd UNLOCKING BUSINESS VALUE
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Bad Data Decisions Spiral

4 . . . )
Business decision
makers are not

data knowledgable
\_ J

Technical deci-
sion makers are not

data knowledgable
\_ J

( Bad data decisions

W TT

eport they

[ rtt
te sine

UNLOCKING BUSINESS VALUE

" Poor treatment of ) Poor
organizational data quality
assets data
\_ J \_ J
( Poor organizational outcomes )
s=dato
~m Dlueprint
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Tacoma Narrows Bridge/Gallopin® Gertie

Slender, elegant and graceful

World's 3rd longest suspension span

Opened on July 1st, collapsed on November 7,1940

"The most dramatic failure in bridge engineering history"

Changed forever how engineers
design suspension bridges leading
to safer spans today.

—~m a3l UNLOCKING BUSINESS VALUE
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Repeat 100s, thousands, millions of times ...
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Making a Better Data Sandwich
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A

Making a Better Data Sandwich

Data literacy

Standard data

Data supply

dotfo
blueprint

UNLOCKING BUSINESS VALUE
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Making a Better Data Sandwich

This cannot happen without data engineering and architecture!

Data literacy

Standard data

Data supply

Quality data engineering/
sommitmes == architecture work products
“f o do not happen accidentally!

é:ddrd UNLOCKING BUSINESS VALUE
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Engineering/Architecting
Relationship

» Architecture is used to
create and build systems
too complex to be treated by
engineering analysis alone

— Require technical details as the Engmeermg
exception '

* Engineers develop the
technical designs

Arhitur

— Engineering/Crafts-persons
deliver components supervised

by:
* Manufacturer

* Building Contractor

€: doto
blueprint
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Why is this an excellent QIL
engineering example?

It is tall

It has a clutch

It was built in 1942

It is cemented to the floor
* ltis still in regular use!

Edéfd . UNLOCKING BUSINESS VALUE
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Good Foundation?

é:gére UNLOCKING BUSINESS VALUE
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Poor Foundation?

é:derd UNLOCKING BUSINESS VALUE
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Valuing Data Assets

Use Your Resources

W
Effectively @

Economically

Capabilities Level-2

Data is a resource

¢ @ Growing awareness that it needs to be governed

Value

) L‘uj

Capabilities Level-1

Data is a by-product of IT
Detritus (waste or debris of any kind)

Time/Effort

é:ddrd UNLOCKING BUSINESS VALUE
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vVomen
N
Computing
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Heddy Lamarr

Katherine Johnson
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Root cause analysis focus on

Identifying and Requesting Relevant Data
* What to Include?

* Focus on data that answers questions
What we are looking for....

» Specific pain points

* |Inventory of assets by role

« Shadow data solutions T

GET ALLTHE
- How the data is organized (Architecture) ISR, e,
* What the data is being used for q\ﬁ USE FOR IT LATER.

ORMATIO
=
* Methods for data integration q-‘“:&
» Controls for data sharing &

* Regulatory and compliance X
requirements

é:dard UNLOCKING BUSINESS VALUE
blueprint

Definition of
Problem
Statement

Initial
Development of
Business Case
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Example Business Needs

Human Capital

* 40 workdays per year are spent tracking down missing vendor information to
avoid tax penalties.

Cash Flow

* Inconsistencies in payment terms for vendors mean 30% of suppliers are on
immediate payment terms instead of the standard of 30-60 days.

J'Regulatory Impact

« Compliance efforts are significantly impacted by poor quality data.

V'Corporate Reputation

« Duplicate and erroneous customer data produces higher costs.

é:ddrd UNLOCKING BUSINESS VALUE
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Broken Processes

Symptom Disease

Extensive \COALITION 3z 7

. . . ij:gmfgv: A il
information Arbitrary | ,gg;g\,gggsfxuﬂm~ e T TR Sodolaone A
exchange, fragmentation ||/ | e e |/ _&BEEFS  ph
data of a natural e ft | s |\ /s R
redundancy, process e ,l .

and rekeying SURPORT i Lovernance

Inventory, System slack B

buffers, and to cope with

other assets uncertainty

High ratio of
checking and

control to Fragmentation
value adding
Rework and Inadequate
iterati feedback along
iteration :

chains
Complexity, _
exceptions Accretion onto

- an overly

and special R

simplistic base
cases
é:Udl-d UNLOCKING BUSINESS VALUE
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Billing

« Room of 20 associates

» Manually correcting every
item on every customer invoice

* Upon noting this to the
responsible manager - the reply was:

This is the best quarter
Of the best year
I've ever had

Perhaps | need
to double the
number in

that room?

é:ddrd UNLOCKING BUSINESS VALUE
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Costs of Maintaining Obsolete Inventory

Undefined costs:

* Mission Readiness

— Resources are focused on non-value added tasks of maintaining obsolete inventory, which
creates distractions to the agency’s main mission

- Storage
— Physical/real estate needed to house items

- Handling

— Includes transportation and human resources dedicated to moving, maintaining, counting and
securing outdated inventory

* Opportunity

— Inventory could be returned to manufacturer or
sold to free up financial assets for more needed
and critical supplies

« Systemic

— Cost of inventorying information and maintaining
paper or electronic records which should be used to
support mission-critical acquisitions and distribution

* Maintenance
— Repairing of expired items

é:ddrd UNLOCKING BUSINESS VALUE
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Profiling Data - Rapid data inspection/analysis

Profile_VENDORS_No_Examiner - Column Profiling

Name Unique V...
= Source Name

VENDOR_ID 11084
LAST_UPDATE_D... 7626
LAST_UPDATED_BY 32
VENDOR_NAME 11084
VENDOR_NAME_... 429
SEGMENT1 11084
SUMMARY_FLAG 1
ENABLED_FLAG 1
SEGMENT2 1
SEGMENT3 1
SEGMENT4 1
SEGMENTS 1
LAST_UPDATE_L... 2533
CREATION_DATE 8729

Pageofz b bl

Unique %

98.99
68.11
.29
98.99
3.83
98.99
.01
.01
.01
.01
.01
.01
22.62
77.96

NULL

NULL %

Datatype

- Integer(6)
- Date Time
- Integer(5)
- String(50)
String(40)
- Integer(6)
- Fixed Length Stri...
- Fixed Length Stri...
100.00 -
100.00 -
100.00 -
100.00 -
- Integer(7)
- Date Time

Inferred % Documented Dat... Minimum... Maximu...

100.00 string(9) 1 99949
100.00 string(29) 1/10/20... 9/9/201...
100.00 string(8) -1 9919
100.00 string(75) (William)... xBirming...
100.00 string(60) Used & ... also see...
100.00 string(9) 1 99880
100.00 string(2) N N
100.00 string(2) Y Y

- string(2)

- string(2)

- string(2)

- string(2)
100.00 string(11) -1 994633
100.00 string(29) 1/10/20... 9/9/201...

Flter... Sampling... *3 "V & &

Last Profile Run

Nov 24, 2014 8:59:40 AM EST
Nov 24, 2014 8:59:40 AM EST
Nov 24, 2014 8:59:40 AM EST
Nov 24, 2014 8:59:40 AM EST
Nov 24, 2014 8:59:40 AM EST
Nov 24, 2014 8:59:40 AM EST
Nov 24, 2014 8:59:40 AM EST
Nov 24, 2014 8:59:40 AM EST
Nov 24, 2014 8:59:40 AM EST
Nov 24, 2014 8:59:40 AM EST
Nov 24, 2014 8:59:40 AM EST
Nov 24, 2014 8:59:40 AM EST
Nov 24, 2014 8:59:40 AM EST
Nov 24, 2014 8:59:40 AM EST

[J orilldown

NENEEEEEEEEEEE

Uniqueness

* Percentages

e Counts

» Key Fields

i: doto

blueprint

Nulls

* Percentages
* Counts
» Key Fields

Min/Max

» Unexpected
Values

» Values outside
domain

UNLOCKING BUSIN

Completeness

» Contracted

guantities/
gualities

* Non-duplication

ESS VALUE
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Instances

Billing errors Inventory
» Poorly thought out approach « Mission Readiness 7?77
to remediation . Storage $$$
100 x $60,000/annually = $6M? - Handling $$$
Challenge the decision making .
process * Opportunity $$%
- Better math? - Systemic $$9

Maintenance $%$%
Total > $1.5 million

Improve cash flow on $9 million
annually

ROI of 30 days if fix costs less
than $750,000

é:dérd UNLOCKING BUSINESS VALUE
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Managing
Data with
Guidance
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Ask anyone ...

Would you want any

of your resources to
be managed

without guidance?

—~m gt UNLOCKING BUSINESS VALUE
“.m Dlueprint
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Differences between Programs jects

— Managing a program involves Iong
continuous process |mproveme

* Programs are Tied t

C planning ang
of a pro

| Calendar

* Programs are Ongoing, Projects En@

— Program mana ersa nsible or I| Mandgoment
results tied to t nsﬂnan il
* Program tls Gove& nS|ve

— Pro rapyare erned by afgeni that providegdir
~xnd control whi d to be less g ern
Have Arg€ e of Finape

ralght forwar

Pr Jects typic \
is focused nd| g obudget pr anrplanning, ma gement and
controlisWl tly more C
. ge Man n xec§P rshlp
- P Jects emMqo Q ge manage ess while at the program level,
€q

change man uires execu . ip skills and program change is

driven more b ganlzatlon subject to market conditions and
changing business goals

Adapted from http://top.idownloadnew.com/program_vs_proj hitp://management.simplicable. ment/new/program-man

é:ddrd UNLOCKING BUSINESS VALUE
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Data Model Requests by Application Area

B Account Payable
W Accounts Recievable
= Sales
Inventory & Warehouse

® General ledger

& Manufacturing/Materials

é:ddrd UNLOCKING BUSINESS VALUE
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IH.R. 4174

Foundations for Evidence-Based
Policymaking Act (H.R._4174,_S._2046)

Purpose: To amend titles 5 and 44,
United States Code,

1. to require Federal evaluation activities

One Yrundeed Fifteenth Congress
of the
Lniced States of America

2. improve Federal data management, and https://www.congress.gov/bill/115th-congress/house-bill/4174/text
3. for other purposes.
Opposition?

FEPA Gives Bureaucrats, Private Parties,
Hackers A Data Gold Mine

https:/truthinamericaneducation.com/privacy-issues-state-longitudinal-data-systems/fepa-gives-
bureaucrats-private-parties-hackers-data-gold-mine/

"A lifelong data citizen surveillance

system from coming into fruition"
https://youtu.be/Qr14ZmrQGu0

Passed House 356—17 21-12-2018
Passed Senate unanimously 21-12-2018
Signed by the President 14-1-2019

In a nutshell, why is FEPA dangerous?

—~m i UNLOCKING BUSINESS VALUE
“.= blueprint
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Title | - Federal Evidence-Building Activities

- All federal agencies are required to:

Manage its data according to industry best practices

Regularly analyze the data |
5. \I'M HODDINGMYHEAD
Use the results to inform policymaking b‘ 2
% Wi

 Future federal decision making process &;gj‘

BUT NOERAYINGIATTENTION
Specify in advance the open data sets that the R
policy evaluation will consider

Publish in advance the model that is proposed to
be used in the evaluation

Policy may only be changed in ways supportable
by the evidence

€:dd|‘d UNLOCKING BUSINESS VALUE
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Title Il - Open Government Data Act
* Open

— Guidance To Make Data Open By Default
— Federal Agency Responsibilities To Make Data Open By Default

— Requires all non-sensitive government data to be made available in open and
machine-readable formats by default

- Data inventory and Federal data catalogue
— Comprehensive Data Inventory

— Public Data Assets

— Federal Data Catalogue

UNLOCKING BUSINESS VALUE

€: dofo
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Title Il - Open Government Data Act (continued)

- Establishes Chief Data Officers (CDQO) at federal agencies
Distinct from the CIO role
Nonpolitical

Objective qualifications
* Responsibilities

Set standards for data formats, Negotiate terms for data sharing, and develop
processes for data publishing;

Coordinate with any agency officials responsible for using, protecting,
disseminating, and generating data;

Review the impact of agency IT infrastructure on data accessibility and
coordinate with agency Chief Information Officer to reduce barriers that inhibit
data accessibility;

Maximize the use of data in the agency to support evidence-based analysis,
cybersecurity, and operational improvement;

Acquire and maintain training and certification related to confidential information
protection and statistical efficiency; and

Be responsible for overall data lifecycle management.

€:d¢5|‘d UNLOCKING BUSINESS VALUE
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Title lll - Confidential Information Protection and Statistical Efficiency Act

« Aka

Confidential Information Protection and Statistical Efficiency Act of 2018

Improve public perception of governmental information - _y
Definitions

Agent (towards objective qualifications) = —

Business data (wide scope)
Coordination

Breaches

Reporting
Processing
Confidence

Statistical Efficiency

Improving interoperability's within Government
Specifically for DSAs: Census, BEA & BLS
Generally: BJS, BTS, ERS, EIA, NASS, NCES, NCHS

€:C|dl‘d UNLOCKING BUSINESS VALUE
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Valuing Data Assets

Use Your Resources

@
Effectively @

Capabilities Level-3
Data is an asset

The most powerful, yet most underutilized
and poorly managed organizational asset

()
E Economically
p
Capabilities Level-2
Data is a resource
v a? Growing awareness that it needs to be governed
DA
@
Capabilities Level-1
Data is a by-product of IT
Detritus (waste or debris of any kind)
Time/Effort
é:ddrd UNLOCKING BUSINESS VALUE
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adapted from the Managing Complex Change model by Dr. Mary Lippitt, 1987

Diagnosing Organizational Readiness

Action

& Skills S Incentive BEM Resources PG :
an

Action

CO Incentive B Resources BEs
Plan

Vision .

Action
Plan

Vision RS  Skills & Ll Resources BEa

& Action

Vision Beall  Skills cl Incentive ks
Plan

Vision IRl  Skills Ll Incentive Beall Resources [k

o o e Action
Vision & Skills L Incentive BEAM Resources BE

Plan

Clture Is he bggest impediment to a

Confusion

Anxiety

Gradual
Change

Frustration

False Starts

Change

shift in organizational thinking about data!

€:d¢3|'d UNLOCKING BUSINESS VALUE
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Organizational Assets

i:ddfd UNLOCKING

Cash & other financial instruments
Real property
Inventory
Intellectual Property

Human

— Knowledge
— SKkills
— Abilities Space

Financial L
Organizational reputation

Good will
Brand name
Data!!!

blueprint

Condition

Projects

Capltal
Planning

Risk/
Depraciastion

BUSINESS VALUE
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Data Assets Win!

Asset: Aresource controlled by the organization as a result of past events or
transactions and from which future economic benefits are expected to flow [Wikipedia]

- Today, data is the most powerful, yet underutilized and poorly managed

organizational asset

- Data is your
Sole
Non-depletable
Non-degrading
Durable
Strategic

* Asset
Data is the new oil!
Data is the new (s)oil!
Data is the new bacon!

« As such, data deserves:

It's own strategy

Data Financial Real Inventory
Assets Assets Estate Assets Assets
Non- ps‘n?)i;aebljefr?t Can be Can be
depletable 9 used up used up
use
Non- \/ \/ Can degrade | Can degrade
degrading over time over time
Durable E‘ Non-taxed \/ \/
Strategic \/ \/ \/ \/
Asset

Attention on par with similar organizational assets

Professional ministration to make up for past neglect

€: dofo
blueprint
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Separating the Wheat from the Chaff

- Data that is better organized increases
In value

- Poor data management practices are costing organizations
money/time/effort

» 80% of organizational data is ROT

Redundant

Incomplete

Obsolete

Trivial

idéfé . UNLOCKING BUSINESS VALUE
blueprint
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Information Assets scattered across the Enterprise

Data I nve nto ry Shared Drives, SharePomt. Ciopd Reposfones, ECM Systoms,
Emai Servers and Archives, Business Appications, elc
* When will it be done?

Sounds like a task or a project

Porsonal Dota (por GDPR)

Data is not a project

No organization has ever
Completed a data inventory! https://www.everteam.com/en/building-your-data-inventory/

* Reframe the question

1. How rapidly can we achieve
the required capabilities?

2. What sort of preexisting
classification frameworks
can be used to jumpstart?

3. How often does each classification
require reassessment?

https://www.travelers.com/resources/cyber-security/data-assessment-inventory-and-classification

é:ddrd UNLOCKING BUSINESS VALUE
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Data Asset Inventory (Implementation)
1.

.

Purpose is the goal of understanding, not definitions

Definitions are passive, purpose statements incorporate strategic elements,
the rationale and justification based on the need for data

The sharing of inventoried data assets are categorized as:
A. Data items that are shared with external organizations
B. Data items that are shared within the organization
C. Data items that are not shared but are used to derive shared data items
D. Data items not shared outside but used to support workgroup activities
E. Organizational data ROT
Assign each data asset inventoried, an existing subject area from which that data
item best supports the organizational mission (ex. PAY is part of BACK OFFICE

OPERATIONS) — based on (refine-able) purpose statements, primary subject-area
allegiance is posited

|dentify, de-dupe and harmonize data assets participating in synonyms/homonym/
other challenges - ensure only one item is designated as a (current) golden source

|dentify which data items are deemed to be sensitive or personal data items and
what specific controls need to be in place

Document all mapping rules for data items in categories 2A and 2B above

Note: this exercise cannot be comprehensively performed in a single cycle so equally as important as the exercise itself, a processing
system needs to be established so that as other data items are inevitably discovered, this inventory can be easily updated

défd UNLOCKING BUSINESS VALUE
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What is data management?

Data
Engineering

Sources

Data
Storage

Data
Delivery

Reuses

Data Governance

Specialized Team Skills

Understanding the current
and future data needs of an
enterprise and making that
data effective and efficient in
supporting

business activities

Aiken, P, Allen, M. D., Parker, B., Mattia, A.,
"Measuring Data Management's Maturity:

A Community's Self-Assessment"

IEEE Computer (research feature April 2007)

€: dofo
blueprint

UNLOCKING

Data management practices connect
data sources and uses in an
organized and efficient manner

« Engineering

- Storage

* Delivery

« Governance

When executed,

engineering, storage, and

delivery implement governance

Note: does not well-depict data reuse

BUSINESS VALUE
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Setting the Context: Data Mgmt. Practices

Deli Org.
elivers - :
Execute Mission,
Organization Goals and
Processes Objectives
Enables
Enables

Informs

Enables - - Enables =

Data Assets

Data Mgmt. Practices
|

Measures

é:ddrd UNLOCKING BUSINESS VALUE
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Automating Business Process Discovery (pr.com)

+ Benefits

— Obtain holistic
perspective on roles
and value creation

— Customers understand
and value outputs

— All develop better
shared understanding

€: doto
blueprint

* Results

Speed up process
Cost savings
Increased compliance
Increased output

IT systems
documentation

UNLOCKING BUSINESS VALUE
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#9 % {94)

Handling unit

Sales document » 72 %{76)
ChangedVAO2
10% (11)

Picking request
17 %({18)

Purchase Order

9% (10)

UNLOCKING BUSINESS VALUE
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Process Flows an‘d-Durations

~f
Il" e b 4—0/‘“
. ,".1‘
] /
\ 7
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Motivations for doing more with data

Improve your
organization’s data

.

Improve the way your I data and your people

people use its data

* Because data
points to where

valuable things are

located

 Because data has

Intrinsic value by
itself

 Because data
has inherent

combinatorial value

i: dotfo
blueprint

Improve the way your

support your
organizational strategy

» Valuing Data + Creating a
Use data to competitive
measure change advantage with
Use data to
data R
manage change
Use data to RO I— LS
motivate change |
Value of Individual Data Aggregate Data Value
Item n<_,
Age of Data . ®

Aggrepate
unt

UNLOCKING

—_—
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What did Rolls Royce Learn from formo/a Z

Rolls-Royce celebrates 50th anniversary of Power-by- \\

Old model

Sell jet engines e s s o e S RO L L S
New model bty St i

Sell hours of thrust power

Power-by-the-hour

No payment for down time
Wing to wing
When was it invented?

ROYCE

—~m i UNLOCKING BUSINESS VALUE
“.= blueprint

lide # 73



Eating the data “Elephant”

* Identify what's important — all data is not equal
* De-prioritize the Data ROT (Redundant, Obsolete, Trivial)

« Organize thinking into data ‘roles’

| Sensor Data |

Metadata

Event Data

DEIC]
Inventory

Products

Supplies " Customer

€:d¢51‘¢3 UNLOCKING BUSINESS VALUE
blueprint
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from The DAMA Guide to the Data Management Body of Knowledge © 2009 by DAMA International

The DAMA Guide
to the Data

» Good enough

» Missing two

Management
Body of
Knowledge

......

Data

to criticize Governance

— All models
are wrong

— Some models
are useful

Important concepts

— Optionality
Data
— Dependency Management
Functions
ﬁgﬁigprinf UNLOCKING BUSINESS VALUE
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DMM>" Structure of
5 Integrated
DM Practice Areas

Component

Data Management
Strategy

Data
Governance

Data
Operations

Data
Quality

Platform &
Architecture

Supporting
Processes

A

dofo
blueprint

Manage data coherently I

Data

Management
Strategy

Maintain fit-for-purpose data,

efficiently and effectivel
Process Areas y y

Data ’ '
Governance

Data
Quality

Data Management Goals
Corporate Culture

Data Management Funding
Data Requirements Lifecycle

Manage data assets professionally r

/\\\

Governance Management
Business Glossary \

Metadata Management \ /

e

Standards and Procedures
Data Sourcing

Data
Operations

Platform
Data Quality Framework Architecture

Data Quality Assurance

Data architecture
implementation

Architectural Framework
Platforms & Integration

management

Data life cycle ‘

Measurement & Analysis

Process Management

Process Quality Assurance I
Risk Management

Configuration Management

Organizational support I |

& CMMI Institute

UNLOCKING BUSINESS VALUE
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Your data foundation can

only be as strong as its I/ e

weakest link!

Optimized
Measured
Defined
Managed
Initial
2= G
== Oofo
blueprint

Management
Strategy

Supporting
Processes

& CMMI Institute

UNLOCKING BUSINESS VALUE
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Case Study

Source

Transactional
Systems

Decision
Support

€: dofo
blueprint

: Downstream Impact of Poor Data

Master Data

$
Wholesale Retail
multiples of multiples of Procurement

Demand Analytical Data
Multiples Planning Sets

of Reports $$55555% $$55$5$%
$$5559$9

UNLOCKING BUSINESS VALUE

wor (8



Propagation Effect

- R
N1
o data data
—~_ A set sets
T ti \ )
ransactions > 6 years of —
'| : SAP poor quality data C
L : 100s of data sets | data
N—

Organization
Invests a lot of money in an ERP

(with guidance) rebuilds the entire organization
around a 'single instance' implementation

Realizes after 6 years of successfully running
the ERP that it can not:

Tell what how much it has sold to its customers
Easily produce its monthly 'Wall Street' numbers
Reconcile past sales done in different currencies

Easily fix the problems ERP

é:ddrd UNLOCKING BUSINESS VALUE
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DIP Implementation

Feedback

Data ;
Governance

Data |
Improvement .

Data Leadership

n
T
@®
5
||
©
O

P
P
s
s
E
L 2

i: dofo
blueprint

Data Community Participants

Data
Improves
Over
Time

Data
Things
Happen

VYVVYVYY

Data Generators/Data Users

Data
Improves As
A Result of

prarrrrereeereraoann

Organizational
Things
Happen

Feedback

UNLOCKING BUSINESS VALUE
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335 9 4812

280 | 5 55,445 Health Care Data Warehouse
130 | § (118.059)

016 | § (18.016) The average DW costs $30M

238 and take 18 months to build!

139 5 (12.90)
per Visit
* 1.8 million members
* 1.4 million providers
» 800,000 providers no key
« 2.2% prov_number = 9 digits (required)
* 1 User

"I can take a roomful of MBAs and
accomplish this analysis faster!”

é:ddrd UNLOCKING BUSINESS VALUE
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It is Mel's first day on the job

Colleague

Hey Mel - they say you like data -
here this is now your dataset!

Colleague

As a welcome gift, you now get
that sucky dataset

What's wrong with it?

Colleague

I'm not sure, but we have always
called it that

dofo

A day went by
* Mel

| looked at the dataset
It is 98% correct

 Colleague (shocked)
98% - we always thought it was
less than 30%
* Instantly the dataset went from
being
the "sucky" dataset
"the right" (correct) dataset

And Mel e
continued Lo
on an
Impressive
data career

UNLOCKING BUSINESS VALUE
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Governmental Health Care Coordination Office

Vendor

Pay us $1M/annually and we will 'mine' existing data and recommend cases for
consolidation and/or fraud

Locality
Okay | guess

Data specialist

The data lake that was built does not permit sufficient critical mass to be
established

Vendor
Huh?
Locality
So we should quit spending?

Data specialist IﬂSUfﬁCient

The solution built can never
produce the desired results

—~m g3t UNLOCKING BUSINESS VALUE
“.= blueprint

lide # 83



MAGAZINE EVENTS PAPERS TOPICS GOVTECH 100

DATA

Virginia Internship Program Pits Grad Students

Against Gov Data

For a second year, fresh sets of eyes and cutting-edge data analytics skills are the tools grad
students will bring Virginia through the sitate's data internship program.

BY COLIN WOOD / AUGUST 25, 2015

Virginia Commonwealth University

A

dofo
blueprint

FLICKR/ANDREW BAIN

Commonwealth of Virginia
Office of Governor Terry McAuliffe

For Immediate Release
July 23, 2015

Office of the Governor
Contact: Brian Coy
Email: Brian.Coy(@governor.virginia.gov

Governor McAuliffe Announces 2015-16 Data
Internships

~ Virginia Commonwealth University graduate student teams to explore the use
of data to improve government efficiency ~

RICHMOND - Governor Terry McAuliffe today announced that Virginia state government and
the Virginia Commonwealth University School of Business will again work together on data re-
engineering internships to explore the use of data to improve the effectiveness and efficiency of
state government,

In the 2014-2015 school year, the data internship program’s first, 45 graduate students and more
than 20 state agencies participated. Those internships have resulted in tangible dollar savings and
improved agency processes. Student/agency teams have worked on successful projects, such as

Virginia Secretary of Technology Karen Jackson and CIO of the Commonwealth Nelson Moe
are leading the effort on behalf of the state. Students who want to apply for internships should
contact Peter Aiken (peter.aiken@vcu.edu) for additional information.

UNLOCKING BUSINESS VALUE
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Two Phase Approach

Commonwealth Agencies

VDOT Opportunities
DARS for
ELECT Results
DHRM
SecHealth
VDH Packaging
DMAS (INFOB09)
DMV
SCMA Other INFO Results
Classes Classes Fast Track MBA INFO611/632
—~m a3l

“.m Dlueprint
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Hashing Process lllustrated

First Name Last Name Date of Birth Zip Code_-'é Crime Sentence Gender Race Disability ELEP
1] Peter Aiken Lo1M71959 P 23192 0 A 30 M W 0 PN

L TR B L T T D LT T T T L LT T S LT L E T T

.....................................................................................................................................................................................................................................

Hash F‘unction.

(Replaces PII with Anonymous Identifier)

—

.i;Anonymous Identifier Crime Sentence Gender Race Disability LEP
1| 92G-ggP-6ek-0y3 | A 30 M W 0 N

----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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Data Amalgamation Process

Health Corrections DMAS
< >

VCU Dataset (No PlI)

}

Watson Analytics
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Value

Valuing Data Assets

Use Your Resources

@
Effectively @

Capabilities Level-3
Data is an asset

The most powerful, yet most underutilized
and poorly managed organizational asset

Capabilities Level-2

Data is a resource

¢ a? Growing awareness that it needs to be governed
DA
©
Capabilities Level-1
Data is a by-product of IT
Detritus (waste or debris of any kind)
Time/Effort
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Auditors should enjoy a birds eye view!
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TIIE ABBIIE\IIATEII STATE |
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T he Abbreviated State

|
.\
|

An imaginary documentary about abbreviating all 50 States down to two letter codes made up by Gary Gulman for this
7-13-2016 stand-up routine on CONAN e https://www.youtube.com/watch?v=dLECCmKnrys

s=dalo
“.m Dlueprint

28 of the

states
did not
conform
to the
original
algorithm
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It's your turn!
Use the chat feature or
Twitter (#dataed) to submit
your questions now!
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