
Using Generative AI in Internal 
Audit  



Who am I?
Danny Nuccio, CPA, CIA, CFE
⊲10+ years of local government auditing experience
⊲Currently working with the city of Charlotte, NC

• The statements and ideas in this course are my own and not representative of 
the City of Charlotte.

⊲Integrating AI into audit processes for about 3.5 years
⊲Presenting on AI in auditing for 2.5 years

⊲www.linkedin.com/in/daniel-nuccio



Learning Objectives
⊲By the end of this session, participants will be able to:

• Understand the core mechanics of Generative AI 

• Recognize key risks auditors must be aware of

• Leverage Generative AI to enhance audit planning activities, audit 
fieldwork, audit reporting, and communication



How Does It Work?
Explain it like I’m 5:

⊲Imagine it has downloaded the whole internet

⊲Super powered text predictor

⊲Patterns! When I say peanut butter, you think jelly.



How Does It Work?
Trilateration, it’s kind of like triangulation

How to convert a file to PDF?



How Does It Work?

Possible Meanings 
For “File” Score

Paper file 0.4
Electronic file 0.5
Filing (submitting) 0.3
Nail file 0.3
Single file line 0.2

How to convert a file to PDF?



How Does It Work?

Possible Associations 
For “How to” Score

Paper file 0.3
Electronic file 0.5
Filing (submitting) 0.7
Nail file 0.6
Single file line 0.4

Possible Meanings 
For “File” Score

Paper file 0.4
Electronic file 0.5
Filing (submitting) 0.3
Nail file 0.3
Single file line 0.2



How Does It Work?

Possible Meanings 
For “File” Score

Paper file 0.4
Electronic file 0.5
Filing (submitting) 0.3
Nail file 0.3
Single file line 0.2

Possible Associations 
For “How to” Score

Paper file 0.3
Electronic file 0.5
Filing (submitting) 0.7
Nail file 0.6
Single file line 0.4

Possible Associations 
For “Convert” Score

Paper file 0.6
Electronic file 0.9
Filing (submitting) 0.2
Nail file 0.0
Single file line 0.0



How Does It Work?

Possible Meanings 
For “File” Score

Paper file 0.4
Electronic file 0.5
Filing (submitting) 0.3
Nail file 0.3
Single file line 0.2

Possible Associations 
For “PDF” Score

Paper file 0.2
Electronic file 0.9
Filing (submitting) 0.6
Nail file 0.6
Single file line 0.4

Possible Associations 
For “How to” Score

Paper file 0.3
Electronic file 0.5
Filing (submitting) 0.7
Nail file 0.6
Single file line 0.4

Possible Associations 
For “Convert” Score

Paper file 0.6
Electronic file 0.9
Filing (submitting) 0.2
Nail file 0.0
Single file line 0.0



How Does It Work?

Possible Meanings 
For “File”

“File” 
Score

“How to” 
Score

“Convert” 
Score

“PDF” 
Score Total

Paper file 0.4 0.3 0.6 0.4 1.7
Electronic file 0.5 0.5 0.9 0.9 2.8
Filing (submitting) 0.3 0.7 0.2 0.6 1.8
Nail file 0.3 0.6 0.0 0.1 1.0
Single file line 0.2 0.4 0.0 0.1 0.7



How Does It Work?

Possible Meanings 
For “File”

“File” 
Score

“How to” 
Score

“PDF” 
Score

“Convert” 
Score Total

Paper file 0.4 0.3 0.4 0.6 1.7
Electronic file 0.5 0.5 0.9 0.9 2.8
Filing (submitting) 0.3 0.7 0.6 0.2 1.8
Nail file 0.3 0.6 0.1 0.0 1.0
Single file line 0.2 0.4 0.1 0.0 0.7



How Does It Work?

If Gen AI isn’t really 
thinking, then what 
does all this mean?



What do we need to be 
aware of?



What do we need to be aware of?

⊲Bias

⊲Hallucinations

⊲Lazy AI



What do we need to be aware of?
⊲Bias

• Where does it come from?

• What to look for?



What do we need to be aware of?
⊲Bias

• Where does it come from?
• Historical data based on past inequities

• Overrepresentation of larger institutions

• Underrepresentation of entities that are smaller, rural, or resource-constrained

• Norms embedded in public guidance



What do we need to be aware of?
⊲Bias

• What do we look for?
• Overstating risks in small programs

• One-size-fits-all solutions

• Assumptions about controls, staffing, or governance

• Recommendations that assume resources

• AI “Yes Man”



What do we need to be aware of?
⊲Hallucinations

• Why does it happen?

• How can we minimize the risk?



What do we need to be aware of?
⊲Hallucinations

• Why does it happen?
• AI models predict what is most likely, it isn’t reading and comprehending

• Unless you ask it to cite sources or check its work, it likely will not

• Gaps or ambiguity in our prompting

• Weak reference/training data – becoming less likely

• Requests for specific things like laws or regulations



What do we need to be aware of?
⊲Hallucinations

• How can we minimize the risk?
• Clear, specific prompting

• Supplying source material

• Checking assumptions

• Asking for and verifying citations

• Asking follow up questions – Using your professional skepticism



What do we need to be aware of?
⊲Lazy AI

• Why does it happen?

• How can we minimize the risk?



What do we need to be aware of?
⊲Lazy AI

• Why does it happen?
• AI models are often optimized to return the minimally acceptable response

• Length/effort limits

• Vague/broad prompts



What do we need to be aware of?
⊲Lazy AI

• What do we look for?
• Simple answers to complex questions

• Did you get what you asked for?

 



What do we need to be aware of?
⊲Lazy AI

• How can we minimize the risk?
• Use specific numbers when prompting (Ex. Give me five…)

• Structure your prompts properly

• Make it prioritize

• Follow up on lower priorities

• Prompting in segments



What does a good prompt consist of?
⊲Task – What are you ultimately trying to do?

⊲Role – Define the AI’s role? Are they a subject matter expert?

⊲Context – Background info (Audience, jurisdiction, situation, etc.)

⊲Examples – Provide these to help mimic style, structure, and/or tone

⊲Guidelines – Rules for the response

⊲Output Format – Make your response easier to read and/or transfer



Audit Planning



Finding Audit Reports

⊲I want you to find me all local government audit reports in 

the US between 2018 and 2026 related to cemeteries. 

Make the output a table with the audit report title in the 

first column, the jurisdiction in the second, a link to them in 

the third, and a short list of the findings in the fourth.

Audit Planning

TASK TASKCONTEXT

GUIDELINES GUIDELINES

OUTPUT FORMAT



Finding Audit Reports Audit Planning



Finding Audit Reports Audit Planning



Finding Audit Reports Audit Planning



Finding Audit Reports

⊲For the 18 reports that you found, group the report findings 

by common themes in table format. The first column is a 

very brief finding type, the second is the number of reports 

in that category, and the third is a list of the audit reports 

in the category.

Audit Planning



Finding Audit Reports Audit Planning



Finding Audit Reports Audit Planning



Finding Audit Reports Audit Planning



Finding Audit Reports Audit Planning



Finding Audit Reports Audit Planning



Finding Audit Reports Audit Planning



Finding Audit Reports Audit Planning



Finding Audit Reports Audit Planning



Finding Audit Reports Audit Planning



Finding Audit Reports

⊲We are performing an audit of the City of Charlotte’s 

cemeteries. Help me identify audit risk considerations for 

audit planning.

Audit Planning



Identifying Risk ConsiderationsAudit Planning



Did Gen AI factor COSO into the risk considerations?

Audit PlanningIdentifying Risk Considerations



Audit PlanningIdentifying Risk Considerations



Audit PlanningIdentifying Risk Considerations



Audit PlanningIdentifying Risk Considerations



Audit PlanningIdentifying Risk Considerations



Audit PlanningIdentifying Risk Considerations



Fraud Brainstorming Audit Planning



Fraud Brainstorming Audit Planning



Fraud Brainstorming Audit Planning



Fraud Brainstorming Audit Planning



Audit Fieldwork



Contract Analysis Audit Fieldwork



Contract Analysis Audit Fieldwork



Contract Analysis Audit Fieldwork



Contract Analysis Audit Fieldwork



Contract Analysis Audit Fieldwork



Practical Risk



Practical Risk



Practical Risk



Interview Preparation Audit Fieldwork



Interview Prep Audit Fieldwork



Interview Preparation

⊲How else can we use it for interviews?

• Providing our list of questions to determine if there are any

• Closed ended questions

• Assumptions made

• Vague/broad questions

• Gaps in coverage

Audit Fieldwork



⊲How else can we use it for interviews?

• Providing our shorthand notes and having it create a procedural narrative

Audit FieldworkProcedural Narratives



Audit FieldworkProcedural Narratives



Procedural Narratives Audit Fieldwork



Procedural Narratives

• Taking that next step:

Audit Fieldwork



Drafting Test Scopes Audit Fieldwork



Drafting Test Scopes Audit Fieldwork



Creating Excel Formulas Audit Fieldwork

=IF(ABS([@Transaction Amount] - VLOOKUP([@Employee Number], Transaction_Limit, 4, 
FALSE)) <= 10, "FLAG", "")

=IF(SUMIFS([Transaction Amount], [Employee Number], [@Employee Number], [Vendor 
Name], [@Vendor Name], [Date], [@Date]) > VLOOKUP([@Employee Number], 
Transaction_Limit, 4, FALSE), "FLAG", "")

=IF(OR(TEXT([@Date], "ddd") = "Sat", TEXT([@Date], "ddd") = "Sun"), "FLAG", "")

Identifying transactions just below a threshold

Identifying split transactions

Identifying weekend transactions



Audit Fieldwork

⊲Nested IF formulas: Classifying amounts into different tiers
⊲XLOOKUP: Pull vendor details or contract terms to validate 

transactions against the vendor master.
⊲INDEX + MATCH (multi-criteria): Return a specific rate or 

code when multiple fields (e.g., fund + program) must 
match.

⊲Not formulas but Power Query and Pivot Tables too

Creating Excel Formulas



Fixing Excel Formulas Audit Fieldwork



Fixing Excel Formulas Audit Fieldwork



Coding Audit Fieldwork



Coding Audit Fieldwork



Audit FieldworkCoding



Coding Audit Fieldwork



Coding Audit Fieldwork



Reporting



From our 
CMPD 
Recruiting 
audit report

Coding Report Writing



Reporting

⊲Given the following finding, are the 5 elements of the finding 
present?

⊲Who are the stakeholders of this audit finding? Is the report 
written to reach the intended audience? If not, what could be 
added?

⊲Is this report clear and easy to read? What changes could be 
made to increase readability?

⊲What graphics could be added to this report?

⊲Do the recommendations in this finding align to the cause?

Enhancing Our Reports



Enhancing Our Communication Reporting

⊲Anticipate management questions
• “Based on this finding about delayed invoice processing, what questions 

might management ask about how serious the issue is and how quickly it 

needs attention?”

• “Given this procurement card control issue, what follow-up questions 

might management ask to understand what fixes are possible and how 

much effort they would require?”



Reporting

⊲Prepare talking points
• “Create simple talking points to explain why the lack of segregation of 

duties in payroll increases risk, using everyday language.”

• “Help me summarize this IT access-review issue into three clear points I 

can use when briefing the department lead.”

Enhancing Our Communication



Reporting

⊲Identify areas of disagreement
• “Create simple talking points to explain why the lack of segregation of 

duties in payroll increases risk, using everyday language.”

• “Help me summarize this IT access-review issue into three clear points I 

can use when briefing the department lead.”

Enhancing Our Communication



Hotline Investigation



Hotline Investigation



Hotline Investigation



Hotline Investigation



Hotline Investigation



Hotline Investigation

NewOld



Feel free to email me!
Danny Nuccio – daniel.nuccio@charlottenc.gov
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