Case Study
Background
InnoTech Inc., a leader in renewable energy technologies, operates in a fast-paced and evolving industry. The company, established 15 years ago, has carved a niche in developing and implementing innovative energy solutions. Its product line is diverse, encompassing solar panels, wind turbines, and advanced energy storage systems. Beyond manufacturing, InnoTech also extends its expertise to consulting and maintenance services, ensuring the optimal performance of its energy solutions.

With its headquarters in the United States, InnoTech’s operations span across more than 20 countries, including significant markets in Europe, Asia, and South America. This international presence is pivotal to the company’s business strategy, allowing it to access varied energy markets and adapt to different regional energy demands.

The company’s workforce of around 8,000 employees is a blend of talent, including engineers, researchers, sales professionals, and various support roles. Organized into distinct divisions such as Research and Development (R&D),Manufacturing, Sales and Marketing, and Customer Support, each sector contributes uniquely to InnoTech’s overall success.

InnoTech’s IT infrastructure is a cornerstone of its operations and strategic growth. The company’s extensive use of IT encompasses several key areas. A comprehensive Enterprise Resource Planning (ERP) system integrates core business processes, facilitating seamless operations from production to HR management. The Customer Relationship Management (CRM) software is integral to managing customer interactions, aiding the sales team in efficiently tracking and servicing customers.

The R&D division relies heavily on specialized systems for developing new technologies and testing prototypes. In manufacturing, the Manufacturing Execution Systems (MES) play a crucial role in overseeing the production process. The adoption of cloud computing for data storage, application hosting, and analytics represents InnoTech’s commitment to modern IT solutions. The network infrastructure, including LANs and WANs, connects its global operations, while robust cybersecurity measures protect sensitive data and systems across different locations effectively. 

Risks such as cybersecurity threats and system failures are constant concerns. However, these challenges also offer opportunities for leveraging IT to spur innovation and improve decision-making processes through data analytics. Operating in a heavily regulated industry, InnoTech must adhere to various environmental, data protection, and quality standards. Compliance is not just a legal requirement but also a key factor in maintaining the company’s integrity and reputation.


Exercise 1:
Taking into consideration the information provided, can you identify areas and systems that may need to be prioritized? Please list some areas of priority and list why they should be a priority.
	
________________________________________________________________________________________________________________________________________________________________________
____________________________________________________________________________________
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

What documentation might you obtain to support this?
________________________________________________________________________________________________________________________________________________________________________


Exercise 2. Define the IT Universe

Based on the information provided list what the IT audit universe might look like if you were categorizing on the types of systems and overall needs.  
Example: _____Network administration and security
________________________________________________
________________________________________________
________________________________________________
________________________________________________
________________________________________________
________________________________________________
________________________________________________
________________________________________________
________________________________________________


Exercise 3. Risk factors


What risk factors could you perform the likelihood and impact assessment on?


_____________________________

_____________________________

______________________________

______________________________

______________________________

______________________________

______________________________

______________________________

