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Agenda

• Introduction

• Learning Objective

• Discussions and Exercises

• Final tips & takeaways



Introduction



Rules

No idea is a bad idea.

Be creative.

Take risks.

Ask Questions.



Learning Objective

How to formalize 
the IT audit plan and 

include in the 
enterprise audit plan.

How to engage 
management and 

executive leadership



Risk Assessment 
Methodology

RECAP



Process Summary

Questions about any of  the 
following?

• Risk assessment resources

• IT frameworks

• IT universe development

• Risk factors

• Risk ranking

Stage 1
Understand 
the 
Business

Stage 2
Define the 
IT Universe

Stage 3
Perform the 
Risk 
Assessment

Stage 4
Develop the 
IT Audit 
Plan



Formulizing 
the Audit Plan



Basic Concept

• Objective is to review high risk areas through the 
allocation of  available resources

• Incorporate in audit function’s strategic planning

• ‘Plan, Do, Check and Act’

• Should include list of  audit activities as well as 
timing, dependencies and resource allocation to 
reach audit goals

• Typically, and required by red book, is developed 
by CAE





Standards

GAGAS 1.14 ‘All GAGAS engagements begin 
with objectives…’ sort of  implied…

IIA Standard 9.4 – Audit Plan

IIA Standard 10.1 - Budget

IIA Standard 10.2 – Resources



IIA 9.4 
Audit Plan

The chief  audit executive must create an internal audit plan that supports the achievement of  the 
organization’s objectives. 

The chief  audit executive must base the internal audit plan on a documented assessment of  the 
organization’s strategies, objectives, and risks. This assessment must be informed by input from the board 
and senior management as well as the chief  audit executive’s understanding of  the organization’s 
governance, risk management, and control processes. The assessment must be performed at least annually. 

The internal audit plan must: 
• Consider the internal audit mandate and the full range of  agreed-to internal audit services. 
• Specify internal audit services that support the evaluation and improvement of  the organization’s 

governance, risk management, and control processes. 
• Consider coverage of  information technology governance, fraud risk, the effectiveness of  the 

organization’s compliance and ethics programs, and other high-risk areas. 
• Identify the necessary human, financial, and technological resources necessary to complete the plan. 
• Be dynamic and updated timely in response to changes in the organization’s business, risks operations, 

programs, systems, controls, and organizational culture. 

The chief  audit executive must review and revise the internal audit plan as necessary and communicate 
timely to the board and senior management: 
• The impact of  any resource limitations on internal audit coverage. 
• The rationale for not including an assurance engagement in a high-risk area or activity in the plan. 
• Conflicting demands for services between major stakeholders, such as high-priority requests based on 

emerging risks and requests to replace planned assurance engagements with advisory engagements. 
• Limitations on scope or restrictions on access to information. 

The chief  audit executive must discuss the internal audit plan, including significant interim changes, with 
the board and senior management. The plan and significant changes to the plan must be approved by the 
board. 



IIA 10.1 
Financial 
Resources 

Management

The chief  audit executive must develop a budget that 
enables the successful implementation of  the 
internal audit strategy and achievement of  the plan. 

The budget includes the resources necessary for the 
function’s operation, including training and  
acquisition of  technology and tools. The chief  audit 
executive must manage the day-to-day activities of  
the internal audit function effectively and efficiently, 
in alignment with the budget. 



IIA 10.2 
Human 

Resources 
Management

The chief  audit executive must establish an approach to recruit, 
develop, and retain internal auditors who are qualified to successfully 
implement the internal audit strategy and achieve the internal audit 
plan. 

The chief  audit executive must strive to ensure that human resources 
are appropriate, sufficient, and effectively deployed to achieve the 
approved internal audit plan. Appropriate refers to the mix of  
knowledge, skills, and abilities; sufficient refers to the quantity of  
resources; and effective deployment refers to assigning resources in a way 
that optimizes the achievement of  the internal audit plan. 

The chief  audit executive must communicate with the board and 
senior management regarding the appropriateness and sufficiency of  
the internal audit function’s human resources. If  the function lacks 
appropriate and sufficient human resources to achieve the internal 
audit plan, the chief  audit executive must determine how to obtain the 
resources or communicate timely to the board and senior management 
the impact of  the limitations.



IT Audit Plan

•It’s one piece of  the overall 
internal audit plan

•It will require internal discussions 
and reviews before being added to 
the plan





A step 
further…



Considerations

In conjunction with the outcome of  the IT risk assessment…

 Are there management requests? Consider asking during Stage 
1.

 What would the audit frequency be for audits identified? Do 
you have a rolling 6 month, annual or multi-year plan? 

 Can you even perform annual reviews over the audit area based 
on resources?

 Sourcing strategies. Will you need to outsource any audits? Is it 
in the budget?

 Sufficient IT resources. Do you have the technical skillset and 
availability?

 Regulatory and compliance requirements. Are there specific 
audits that have to be performed annually?

Discussion: What other considerations can you think of ?



Frequency 
Suggestions



Audit Plan 
Principles 
– In Sum

Planning should be consistent with the 
charter

Activities should be capable of  
accomplishment within budget and time 
allotment

Include work schedule with planned dates 
and estimated time

Prioritized based on last audit engagement, 
management requests, trending issues, major 
changes to the business, changes in staff



IT Audit Plan 
Content

Integrated 
business process 

audits

IT processes *

SDLC and org 
wide impl

Technical 
infrastructure 

(DB, OS, 
server)

Network (arch, 
pen testing, vuln 

assessments, 
performance)

* governance, PM effort, software development, 
policies/procedures, framework processes, information 
security, cybersecurity, incident management, change 
management, patch management, help desk



Considerations

To ensure appropriate coverage…

 Contributions to operational, financial and compliance reviews

 Main control objectives (i.e., SOD, cybersecurity)

 Emerging trends and their threats and impacts (Think AI!)

 Think back to yesterday and the manner of  attacks on the 
public sector!



Exercise

1. Objective is to develop an IT audit plan based 
on the provided information

2. Complete the audit plan based on the 
information provided







Integrating the IT Audit Plan



Validating the Audit Plan

Review to ensure it’s a value 
add for the organization and 
the audit function

01
Ensure the plan is balanced 
through the entire cycle with 
no specific concentration in 
any particular area (i.e. 
implementations or specific 
departmental functions)

02
Discuss with Senior 
Leaders/Executive 
Management

03





How to Engage 
Management 
and Executive 

Leaders
Key Tips



Build and 
maintain trust

Foster open & 
honest 

communication

Engage 
ongoing and 

informal 
dialogue

Effectively 
measure 

quality of  
relationships

https://internalauditor.theiia.org/en/voices/2025/may/on-the-frontlines-stakeholder-relationships/



Challenges
• Loss of  trust due to breakdown in 

communication

• Resistance or a lack of  cooperation from 
the client or stakeholders

• Cultural misunderstandings or differences 
(e.g. professional behavior)

• Misalignment of  how we perceive each 
other

• Language barriers



Ingredients for Success

Who will be impacted?

What are their interests, including needs and expectations?

What are their concerns, including limiting factors and constraints?

What is their level of  power and influence?





Video Break

How To...

https://www.youtube.com/watch?v=j_nlcBH83J8


Proposing the Plan and Soliciting Feedback

• Director/CAE discusses with administrative 
reporting line (if  applicable and not the Audit 
Committee yet) and with senior management. May 
also include committees, if  applicable.

• Meetings may be on an individual basis.

• Topics include risk assessment results, potential 
effects to the organization for those risks, how the 
results will aid the organization, and resource 
assignment.



Discussion:
What questions or concerns could 
management ask you and/or the 
CAE?



Possible Questions/Concerns:

• Have all risks and auditable units been considered? 

• Are there any upcoming changes that have not been considered methodically, such as acquisitions, mergers, system 
upgrades, third-party suppliers, and software implementation? 

• How do the plan’s audit engagements link to the organization’s objectives and top risks? 

• How do the engagements add value for senior management and the organization? 

• Do the coordination of  assurance coverage and the schedule/timing of  engagements make sense? 

• If  any requests have not been honored, why not? 

• Does the plan include all engagements required by laws or regulations? 

GIVE THEM THE OPPORTUNITY TO PROVIDE VALID FEEDBACK



Communicating to Finalize the Plan

• Usually presented to Audit Committee via a 
presentation.

• Be prepared for questions and possible feedback 
from management to the Audit Committee.

• Audit Committee may have questions and will either 
approve or ask for a revision.



Audit Plan

 Whatever methodology be sure to 
meet standards

 Consistent with Charter

 Right staff, adequate time

 Consider integration

Stakeholder Engagement

 Elicit input throughout planning and 
before finalizing plan

 Have reasoning for audits ready

 Maintain ongoing communications

 Evaluate communication/presentation 
options



Questions?

Lisa Siedzik

352-393-8875

siedzikl1@cityofgainesville.org

https://www.gainesvillefl.gov/Government-
Pages/Government/City-Auditor

Linked In: Lisa Siedzik

mailto:siedzikl1@cityofgainesville.org
https://www.gainesvillefl.gov/Government-Pages/Government/City-Auditor
https://www.gainesvillefl.gov/Government-Pages/Government/City-Auditor
https://www.gainesvillefl.gov/Government-Pages/Government/City-Auditor
https://www.gainesvillefl.gov/Government-Pages/Government/City-Auditor
https://www.gainesvillefl.gov/Government-Pages/Government/City-Auditor
https://www.linkedin.com/in/lisa-siedzik-mba-cisa-59a90023/
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